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Chapter 1 Product Introduction

1.1 Product Description

Thank you for choosing the 4LAN+1POTS+WiFi Home Gateway Unit. The terminal devices are
designed for fulfilling FTTH and triple play service demand of fixed network operators or cable
operators. The box is based on mature GPON and Gigabit EPON technology, which has high ratio of
performance to price, and the technology of 802.11n WiFi(2T2R), 802.11ac WiFi(2T2R), Layer 2/3,
and high quality VoIP as well. They are highly reliable and easy to maintain, with guaranteed QoS for
different service. And it is fully compliant with GPON and EPON technical regulations such as ITU-T
(G.984.x, IEEE802.3ah and technical requirement of EPON equipment from China Telecom. Dual mode
HGU can detect and exchange PON mode automatically.

g HjwwwwbeC Al

Figure 1-1: 4LAN+1POTS+WiFi(Dual band) Dual Mode HGU

1.2 Special features

® Detect and exchange PON mode automatically.
® Plug and play, integrated auto detecting, auto configuration, and auto firmware upgrade
technology.
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Integrated TR069 remote configuration and maintenance function.

Support rich VLAN, DHCP Server/Relay and IGMP/MLD snooping multicast feature.
Fully compatibility with OLT based on Broadcom/PMC/Cortina chipset.

Support 802.11n WiFi(2T2R) and 802.11ac(2T2R) function.

Support NAT, Firewall function.

Support IPv4 and IPv6 dual stack.

The WAN port supports bridge, router and bridge/router mixed mode.

1.3 Technical parameters

Technical items

Descriptions

PON interface

1GPON/EPON connector, SC single-mode/single-fiber.
GPON: uplink 1.25Gbps, downlink 2.5Gbps; EPON: symmetric 1.25Gbps.

Wavelength

Tx1310nm,Rx 1490nm

Optical interface

SC/UPC connector.

4* 10/100/1000Mbps adaptive Ethernet interfaces, RJ45 connector.

Interface
1* POTS, RJ11 connector.
] Compliant with IEEE802.11b/g/n/ac, up to 1.167Gbps, 4T4R(four external
Wireless
antennas).
LED 9 indicators, for status of POWER, PON, LOS, WAN, LAN, WIFI, POTS.

Operating condition

-5°C~55C, 10%~90% (non-condensed)

Storing condition

-30C~60C, 10%~90% (non-condensed)

Power supply

DC 12V, 1.5A

Power consumption

<12W

Dimension

180mm* 120mm*35mm(L*W*H)

Net weight

0.36Kg

1.4 Application chart
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Figure 1-2: Application chart

1.5 Panel description

Interface panel

[ o=

.y v wleO

Figure 1-3: Interface panel

Name Function
Connect GPON or EPON port with internet by SC type, single mode
PON optical fiber cable.
FXS Connect the telephone with FXS port by telephone wire.
LANI1-LAN4 Connect PC with HGU Ethernet port by RJ-45 CATS cable.
DC 12V Connect with power adapter.
ON/OFF Power supply switch.
Press down reset button to make the device restart and recover from the
RST

factory default settings.
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Pair(wireless pair)

Press down Wi-Fi pair button for WPS function.

WiFi

Press down Wi-Fi button to enable/disable Wi-Fi function.

Indication Panel

PWR PON LOS USB3OOUSB2.0 246G 5G PHONE
Figure 1-4: Indication panel

Name Status Function
OFF Power is not supplied.

PWR
ON Power is supplied.
OFF Device is not registered to OLT.

PON ON Device has been registered to OLT.
Flash Device registered incorrect.
OFF Received optical power is normal.

LOS . . . e .
Flash Received optical power is lower than the sensitivity of the optical
receiver.

OFF Router mode WAN connection status is down.

WAN
ON Router mode WAN connection status is up.
OFF Device is power off or Ethernet link is not established.

LANI1/LAN2 ON Ethernet link is established but without ongoing data
Flash The port is ongoing data transmission.
OFF Device is power off or WiFi is turned off.
2.4G/5G ON WiFi is turned on.
Flash WiFi is turned on and with ongoing data transmission.
OFF Device is power off or not registered to the soft-switch.
PHONE ON Device has registered to the soft-switch.

Flash | The port is working.
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Chapter 2 Quick Installation

2.1 Standard Packing Contents

When you receive our products, please check carefully to make sure that our products whether
have some defects or not. If something wrong with shipping, please contact carrier; other
damage or lack of some parts, please contact with dealer.

Contents Description
4LAN+1POTS+WiFi Home Gateway 1 pc
Power Adapter 1 pc
Installation Guide 1 pc

2.2 Quick Installation

1. Connecting the optical fiber cable to the unit.
a) Remove the protective cap of the optical fiber.
b) Clean the end of the optical fiber with an optical fiber end cleaner.
c) Remove the protective cap of the HGU optical interface (PON interface). Connect the
fiber to the PON port on the unit.
Note: When measuring the optical power before connecting to the HGU, it is recommended

to use a PON Inline Power Meter.

While connecting, please note:

® Keep the optical connector and the optical fiber clean.

® Make sure there are no tight bends in the fiber and that the bending diameter is greater
than 6cm. Otherwise, the optical signal loss may be increased, to the extent that signal
may be unavailable.

® Cover all optic ports and connectors with protective cap to guard against dust and
moisture when the fiber is not used.

2. Apply power to the unit. Push the power button.

After the HGU is power ON, Indicators should light up as for normal operation. Check

whether the PON interface status LED (PON) is on continuously. If it is, the connection is

normal; otherwise there is either problem of the physical connection or the optical level at

either end. This may be caused by either too much or too little attenuation over the optical
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fiber. Please refer to the Layout Description section of this installation manual for normal
LED activity.

4. Check all signal levels and services on all the HGU communication ports.
Unit Installation Adjustment

Installing the HGU on a horizontal surface (Bench top)
Put the HGU on a clean, flat, sturdy bench top. You must keep the clearance for all sides of
the unit to more than 10cm for heat dissipation.
Installing the HGU on a vertical surface (Hanging on a wall)
You can install the HGU on a vertical surface by using the mounting holes on the bottom of
the ONU chassis and two flat-head wood screws.
a) Insert the screws into the wall. The screw positions must be in the same horizontal line and
the distance between them must be 165mm. Reserved at least 6mm between the screw caps
and the wall.

b) Hang the HGU on the screws through the mounting holes.

2.3 Set up Connection

Set up wired connection
Connect PC with HGU Ethernet port by RJ-45 CATS5 cable.

Set up wireless connection
Choose the wireless network name (SSID) “FTTH-xxxx”, default security mode is WPA2 mixed,

password is 12345678.
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Chapter 3 Coniiguration

After finishing the basic connection configuration, you can use its basic function. In order to
satisfy individuation service requirements, this chapter provides you parameter modification and
individuation configuration description.

3.1 Login

The device is configured by the web interface. The following steps will enable you to login:
1. Conform “2.2 Quick Installation” to install;
2. The device default IP is 192.168.1.1;
3. Open web browser, type the device IP in address bar;
4. Entry of the username and password will be prompted. Enter the default login User Name and
Password:
The default login User Name of administrator is “admin”, and the default login Password is

“stdONUI01".

Username: _
Password: _

Language:
@

Figure 3-1: Login

3.2 Status

This part shows the main information of product.
3.2.1 Device Info

This page shows the device basic information, such as device model, device SN, hardware
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version, and firmware version and so on.

\Logoud

Status Status Application Management Diagnostics Help
Device Info WAN Info Voip Info Remote Manage Info
Device Basic Info Device Info
Device model XPON+4GE+POTS+2WIFI+USB
Device SN 008DE1-12345006D61FA2790
Hardware Version V21
Firmware Version V2.0.00-200910
PON SIN GPONOOFAZT90
Figure 3-2: Device Information
3.2.2 WAN Connection Info
3.2.2.1 IPv4 Connection Info
This page shows [Pv4 WAN connection information that you have configured.
S Status Network Security Application Management Diagnostics  Help
us
Device Info WAN Info User Info Voip Info Remote Manage Info
IPv4 Info WAN Shihs
Service Interface VLANID Protocol IGMP  State IP Address Subnet Mask MAC Address
IPv6 Info 1_VOICE_INTERNET_R_VID_3601 3601 |PoE  Enabled up  192.163.100.179 2552552550  80:14:a8:fb:40:19
GPON Info Network Info
Service Interface Default Gateway PrimaryDN§ SecondaryDN§
1_VOICE_INTERNET_R_VID_3601 192.165.100.1 202.96.128.36

Figure 3-3: IPv4 WAN Information

3.2.2.2 IPv6 Connection Info

This page shows [Pv6 WAN connection information that you have configured.

— Status Network Security Application Management Diagnostics Help
us
Device Info WAN Info User Info Voip Info Remote Manage Info
IPv4 Info WAN Status
Service Interface VLAN ID Protocol IGMP State IP Address Prefix
IPv6 Info
Network Info
GFON Info Service Interface Default Gateway PrimaryDN$ SecondaryDNS

Figure 3-4: IPv6 WAN Information

3.2.2.3 PON Information

This page shows the GPON or EPON information, including connection information, FEC
information, temperature, voltage, current, optical power, and statistics of the packet on send or

receive direction.
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Status Network
Status
Device Info WAN Info

IPv4 Info Connect information

Connect state
IEVE info FEC Capability

GPON Info FEC UpstreamState

FEC DownstreamState

EncryptionMode

Laser Device Info

Tx Power
Rx Power
Temperature
Voltage

Bias Current

Security

User Info Voip Info

Application Management

Diagnostics  Help

Remote Manage Info

Registered, Certificated (O5)

Yes

Disable

Disable

Flow 0: Disable
Flow 1: Disable
Flow 2: Disable
Flow 127: Disable

1.833133 dBm
-6.742791 dBm
36.180218 °C
3.433000 v

24.050000 mA

Figure 3-5: PON Information

3.2.3 User Information

3.2.3.1 WLAN Interface Info

This page shows WLAN information, including SSID name, channel, whether enable security
or not, statistics of the packet on both send and receive direction and so on.

Status Network
Status
Device Info WAN Info
WLAN Info WLAN Interface
WLANState
LAN Info

Associated Clients
MAC Address

None

Send and Recv

Interface
Packets

Security

User Info Voip Info

Enabied

Packets Sent Packets Received

Receive

Bytes Errors Dropped

Application Management Diagnostics

Help

Remote Manage Info

Expired Time (sec)

Send Rate (Mbps) Power Saving {sec)

Send

Packets Bytes Errors Dropped

Figure 3-6: WLAN Interface info

3.2.3.2 LAN Interface Info

This page shows LAN information, such as LAN gateway, receive or send packet statistics of
LAN interface, list of connected clients.
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Statis Status Network Security Application Management Diagnostics Help
Device Info WAN Info Userinfo VoipInfo Remote Manage Info

WLAN Info Device Info
IP Address 192.168.1.1
LAN Info
MAC Address 006d61fa2790
UsBlnfa Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 335 45474 0 0 603 248213 0 0
Port_2 0 0 0 0 0 0 0 0
Port_3 0 0 0 0 0 0 0 0
Port_4 0 0 0 0 0 0 0 0

Active DHCP Clients

Device Type MAC Address IP Address Lease Time

Figure 3-7: LAN Interface info

3.2.4 VoIP Information

This page shows VoIP information which includes registration status and phone number.

Siat Status Network Security Application Management Diagnostics Help
us
Device Info WAN Info User Info Voip Info Remote Manage Info
Voip Info VOIP Info
PortStatus Registering
Phone Number 2000

Figure 3-8: VoIP Info
3.2.5 TR069 Status

This page shows the request status and configuration status of TR069 connection.

Siat Status Network Security Application Management Diagnostics Help
us
Device Info WAN Info User Info Voip Info Remote Manage Info
canhechorn Tr069 connection state
Active inform state no infarm
Conﬁguraﬂon ACS connect request state ACS no request

Figure 3-9: TR069 connection Status

- Status Network Security Application Management Diagnostics Help
us
Device Info WAN Info User Info Voip Info Remote Manage Info
Connaction ACS config state

ACS config state ACS set success
Configuration

Figure 3-10: TR069 configuration Status
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3.3 Network

3.3.1 Internet

This page allows you to add or modify WAN connections. You can’t add any WAN connection
if you have configured eight connections.

Network Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN 5G 24G TR069 QoS Time Route
lnternet WAN Configuration
NAT Config Connectin Name: :-Add New Wan ¥
Mode: "Br\dge v
IP Version: [1Pvarpve M
Enable Vian: a
Vlan ID: |0
802.1p:
MTU: 1492 |
Service Mode: | INTERNET -
Disable LAN DHCP: ]
Binding Port:
[Port_1 port_2
Cport_3 [port_4
Web for Mobile [Cwireless(SSID1-5G)
[T Wireless(SSID5-2 4G)
Figure 3-11: Internet
Parameters lllustration

This is the list table of WAN connection name. If you want to create a
new WAN connection, please select “Add New WAN” and input other
parameters at the same time and then click “Apply” button. If you want
Connection Name to edit WAN connection, please select the wan connect name you want
to edit and change parameters and then click “Apply” button. If you
want to delete one connection, please select the wan connection you

want to delete and then click “Delete” button.

Bridge: The LAN ports you have selected in this WAN connection and
PON port are in the bridge mode.

Mode Route: The LAN ports you have selected in this WAN connection and
PON port are in the route mode.
IPv4: WAN connections use IPv4 protocol.
IP Version IPv6: WAN connections use IPv6 protocol.
IPv4 & IPv6: WAN connections use both IPv4 and IPv6 protocol.
. DHCP: Automatically obtain an IP address from your ISP

Static: Set the IP address manually
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PPPoE: Select this option if your ISP uses PPPoE

unchecked: In this wan connection, the packets transmitted by the
PON port without VLAN tag.

checked: In this wan connection, the packets transmitted by the PON
port with VLAN tag.

Vlan ID: input the VLAN ID you want to set.

Enable Vlan

802.1p: select the port priority you want to set.

MTU: max transfer unit.

Default Value: 1500 in bridge mode, 1492 in route mode.

MTU

checked: enable NAT function
unchecked: disable NAT function

NAT

Enable: DHCP server assigns DNS.

Request DNS
Disable: set DNS manually.

Service mode indicates what the wan connection is used for.

E.g.: If this wan connection is used for VoIP, you should select the
Service Mode service mode which contains VOICE, such as
TR069 VOICE INTERNET, TR069 VOICE, VOICE or
VOICE INTERNET.

Checked: LAN DHCP will not work at the port which binds with the
WAN.
Unchecked: LAN DHCP will work at the port which binds with the
WAN.

Disable LAN DHCP

Port Binding Showing which LAN port or SSID the wan connection has included.

3.3.2 NAT2 Config

This page is used to configure NAT type. Some devices require NAT type 2 for their services;
in this case, you need to enable NAT?2.

Nk K Status Network Security Application Management Diagnostics Help
etworl
Internet Bind Settings LAN 5G 2.4G TRO069 QoS Time Route
InTerhet NAT2 Config
NAT2 Config NATZ: ® Disable () Enable

Figure 3-12: NAT2

3.3.3 Binding Settings

This page is used to configure binding mode, which contains port binding and VLAN binding.
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When using port binding, traffic of the LAN port will transmit to the WAN which binds this
port; when using VLAN binding, traffic of the LAN port will transmit to the WAN which
configured the same VLAN.

Notwark Status Network Security Application Management Diagnostics Help
Internet Bind Settings LAN 5G 24G TR069 QoS Time Route

Bind Mode Binding Configuration
Bind Mode PortBinding
Apply
Port Bind Mode VLAN Binding Edit
LAN1 Port Binding v
LAN2 Port Binding &
LAN3 Port Binding s
LAN4 Port Binding P
SSID1 Port Binding ra
SSID5 Port Binding &
Figure 3-13: Binding Settings
3.3.4 LAN Settings
3.3.4.11Pv4
This page allows you to do some LAN settings, such as LAN IP address, DHCP server.
e Status Network Security Application Management Diagnostics  Help
etworl
Internet Bind Settings LAN 5G 24G TRO69 Qos Time Route
IPva LAN Settings
Config LAN IP address and sunbet mask, Click Apply Changes to take effect
IPv6
IP Address: [192.168.11
IPv6 DHCP B
Subnet Mask: |255.265.265.0 |
RA Disable DHCP Server
Enable DHCP Server (O]
Start IP Address: [182168.133 |
End IP Address: [192.168 1254 |
Lease Time: :One Day ﬂl
Enable DHCP Server Relay
DHCP ServerlP : [t7219314 |
Edit Reserved IP Address
Apply Changes
Figure 3-14: IPv4 configuration
Parameters lllustration

Page 13



http://www.e1-converter.com/

/// SHANGHAI BAUDCOM COMMUNICATION DEVICE CO.,LTD

Baudcom
IP Address LAN IP address.
Subnet Mask LAN IP mask.
Disable DHCP Server | DHCP Server is disabled.
Enable DHCP Server | Enable HGU DHCP server.
Start IP Address: The start IP address of address pool.
End IP Address: The end IP address of address pool.
Lease Time: Lease time of the IP address.
Enable DHCP Server | Enable DHCP relay. When HGU works on router mode and DHCP
Relay server is at WAN side, need to enable DHCP relay so that LAN side
devices can get IP addresses by DHCP.

Reserved IP Address | Click “Edit”-“Add” button to configure IP address you want to reserve.
If you want to delete one reserve IP configuration, click “Delete”
button in “Delete” column.

3.3.4.2 IPv6

This page allows you to

configure LAN IPv6 address, LAN IPv6 DNS and IPv6 prefix.

e Status Network Security Application Management Diagnostics  Help
e or
Internet Bind Settings LAN 5G 2.4G TRO69 QoS Time Route
IPv4 LAN IPv6 Address Configuration A
IPv6 Address: [fes0:1
IPv6 =
IPv6 DHCP Save
RA LAN DNS Server Configuration
LAN DNS Mode [HewPoy — [v]
Save
Prefix Source
LAN Prefix Delegation [wanDekegated| v
Interface: !ﬂ
Save
Figure 3-15: IPv6 configuration
Parameter lllustration

IPv6 address

LAN IPv6 address.

LAN DNS

LAN IPv6 DNS.

LAN IPv6 prefix

LAN IPv6 address prefix.
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3.3.4.3 IPv6 DHCP

This page allows you to configure IPv6 DHCP server. This is only switch for [Pv6 DHCP server.
It is auto configure mode when IPv6 DHCP server is disabled.

Netarork Status Network Security Application Management Diagnostics  Help
etwor
Internet Bind Settings LAN 5G 24G TRO69 QoS Time Route
IPvd DHCPV6 Settings
IPv6 DHCPV6 Mode: O Disable @ Enable;
IPvé DHCP Config DHCPv6 Server
RA Start IP Address: \11_ 1_1 ! (Last 64 bits of IP address)
End IP Address: 22232 | (Last 64 bits of IP address)
Apply Changes
Figure 3-16: IPv6 DHCP server
3.3.4.4 RA Configuration

This page allows you to do RA configuration.

e Status Network Security Application Management Diagnostics  Help
etwor
Internet Bind Settings LAN 5G 24G TRO69 QoS Time Route
IPva RA Configuration
IPv6 RA Enable: Ooff @on
AdvManagedFlag: ®@or Con
IPv6 DHCP AdvOtherConfigFlag: Ooff ®on
RA MaxRirAdvinterval: 800 |
MinRtrAdvinterval: 200 i

Apply Changes

Figure 3-17: RA configuration
3.3.5 WLAN (5G)

This part is used to configure WIFI (5G) parameters. On each page, after configured you
should click “Apply Changes” button to save it.

3.3.5.1 WLAN Basic

This page allows you to configure wireless basic settings. Basic settings include wireless
switch, SSID name, channel width, channel number, radio power and so on.
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Natwork Status Network Security Application Management Diagnostics Help
etwor
Internet Bind Settings LAN 5G 2.4G TR069 QoS Time Route
WLAN Basic Disable WLAN Interface O
Band: ‘5 GHz (AsN+AC) v |
WLAN Advanced e {»\Eiﬂ
WLAN Security SSID: Frse |
Cancel Broadcast:
WPS Settings Block Relay
WMM:
Mesh Network SGI:
Ser!ing Power Enhancing:
Power Saving:
Mesh Routers
Channel Width:
Control Sideband:
Auto DF S Enable: [l
Channel Number: | Auto Without DFS v |
Radio Power (%): [100%[v]
Associated Clients:
Regdomain: }_E_BTC;N _: r__l
Figure 3-18: WLAN Basic
Parameter lllustration
Disable WLAN )
Enable or Disable WLAN.
Interface
Band Choose 5G WiFi band.
Mode WLAN work mode, only supports AP mode.
Multiple AP Configure multiple AP parameters.
SSID SSID Name. It is used to distinguish from other WLAN.

Cancel Broadcast

Disable or Enable transmit broadcast in WLAN

Block Relay Disable or Enable isolate WLAN clients
WMM WiFi MultiMedia. Video and audio traffic will have higher priority
when WMM is enabled.
Short Guard Interval. The Guard Interval is used to ensure that
distinct transmissions occur between the successive data symbols
SGI transmitted by a device. To increase data rates, the 802.11n

standard added optional support for a 400 nsec guard interval. This

would provide an 11% increase in data rates.

Power enhancing

Enhance power.

Power saving

Enable power saving.

Channel width

WLAN channel width.

Auto DFS enable

Enable auto DFS.

Channel Number

WLAN channel, default value is auto.
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Configure wifi transmit power.
Show the active WLAN clients

Radio power

Associated Clients

Regdomain Configure country or region.

3.3.5.2 WLAN advanced

These settings are only for more technically advanced users who have a sufficient knowledge
about WLAN. These settings should not be changed unless you know what effect the changes
will have on your Access Point.

T Status Network Security Application Management Diagnostics Help
etwor
Internet Bind Settings LAN 5G 2.4G TRO69 QoS Time Route
WLAN Basic These seftings are only for more technically advanced users who have a sufficient knowledge about WLAN. These settings should not be changed unless

you know what effect the changes will have on your Access Point

WLAN Advanced

Fragment Threshold: [2345 (256-2346)
WLAN Security RTS Threshold: 2347 (0-2347)
WPS Settings Beacon Interval: [100 (20-1024 ms)
Data Rate: Auto [v]
Mesh Network
Setting Apply Changes

Mesh Routers

Figure 3-19: WLAN Advanced

3.3.5.3 WLAN security

This page is used to set the WLAN security, Encryption mode and the pre-share key.

Notiork Status Network Security Application Management Diagnostics Help
etwor

Internet Bind Settings LAN 5G 2.4G TROG9 QoS Time Route
WLAN Basic "LAN Security

This page allows you setup the WLAN security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized access to your wireless network
WLAN Advanced

WLAN Security

WPS Settings

Mesh Network

Setting

Mesh Routers

S5ID Type:
Encryption:

Authentication Mode:
IEEE 802.11w:
SHA256:

WPA Cipher Suite:

WPAZ Cipher Suite:

Group Key Update Timer:
Pre-Shared Key Format:

Pre-Shared Key:

Apply Changes

3.3.5.4 WPS settings

|Root AP - FTTH-566 v |
[wPa2 Mixed|w |

O Enterprise (RADIUS) ® Personal (Fre-Shared Key)
O Nene O Capable O Required

O pisable O Enable

MTkie Clags

Crxie Mags

26400 |

i_Passphfase E‘

avesens |

Figure 3-20: WLAN Security

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
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feature could let your WLAN client automatically synchronize its setting and connect to the
Access Point in a minute without any hassle.

Motwork Status Network Security Application Management Diagnostics Help
etwor
Internet Bind Settings LAN 5G 2.4G TR069 QoS Time Route
WLAN Basic WES: Setlings
This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this feature could let your WLAN client automically syncronize its setting
WLAN Advanced and connect to the Access Point in @ minute without any hassle.
WLAN Security bl WES M
WPS Status: ® Configured UnConfigured
WPS Settings Auto-lock-down state: Unlocked | Unlock
Self-PIN Number: 02801743 ‘ Regenerate PIN
Mesh Network
Setting Push Button Configuration: Start PBC

Mesh Routers Apply Changes  Reset

Current Key Info

Authentication Encryption Key
WPA2-Mixed PSK TKIP+AES 12345678

Client PIN Number: ‘ Start PIN|

Figure 3-21: WPS Settings

3.3.5.5 Mesh Network Settings

Mesh network uses wireless media to communicate with other APs, like the Ethernet does. To
do this, you must set these APs in the same channel with the same Mesh ID. The APs should be
under AP+MESH/MESH mode.

Nstwatk Status Network Security Application Management Diagnostics Help
etwor
Internet Bind Settings LAN 5G 2.4G TRO69 QoS Time Route
WLAN Basic Wireless Mesh Network Setting . . .
Mesh network uses wireless media to communicate with other APs, like the Ethernet does. To do this, you must set these APs in the same channel with the
same Mesh ID. The APs should be under AP+MESH/MESH mode.
WLAN Advanced
Enable Mesh: O
WLAN Security Mesh ID: |
. E tion: Ni [v
WPS Settings nepon i =
Pre-Shared Key Format: Passphrase E|
Mesh Nem_"ork Pre-Shared Key: |
Setting

Apply Changes Show Advanced Information
Mesh Routers

Figure 3-22: Mesh Network Settings

3.3.5.6 Mesh Routers

This page displays the routers in the mesh network.
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R Status Network Security Application Management Diagnostics Help
etwor
Internet Bind Settings LAN 5G 2.4G TROG9 QoS Time Route
WLAN Basic Mesh Routers Table ~

MAC Address IP Address Mode Action
WLAN Advanced

WLAN Security
WPS Settings

Mesh Network
Setting

Mesh Routers

Figure 3-23: Mesh Routers

3.3.6 WLAN (2.4G)

This part is used to configure WIFI (2.4G) parameters. On each page, after configured you
should click “Apply Changes” button to save it.

3.3.6.1 WLAN Basic

This page allows you to configure wireless basic settings. Basic settings include wireless
switch, WLAN access to web switch, SSID name, channel and so on.

Network Status Network Security Application Management Diagnostics Help
etworl
Internet Bind Settings LAN 5G 2.4G TRO69 QoS Time Route
WLAN Basic Disable WLAN Interface O ~
Band: 2.4 GHz (B+G+N)| v/
WLAN Advanced L_J
)
WLAN Security SSID: FTTH
Cancel Broadcast: O
WPS Settings Block Relay 0O
WMM: 1
Mesh Network -
Setting o o
Power Enhancing: O
Power Saving: O
Channel Width: 200Hz[v ]
Control Sideband: Upper|v|
Auto DFS Enable: O
Channel Number: Auto|v|
Radio Power (%): 100% ]
Associated Clients:
Regdomain: (3)CN [v]
Figure 3-24: WLAN Basic
Parameter lllustration
Disable WLAN Enable or Disable WLAN.
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Interface
Band Choose 2.4G WiFi band.
Mode WLAN work mode, only supports AP mode.
Multiple AP Configure multiple AP parameters.
SSID SSID Name. It is used to distinguish from other WLAN.

Cancel Broadcast

Disable or Enable transmit broadcast in WLAN

Block Relay Disable or Enable isolate WLAN clients
WMM WiFi MultiMedia. Video and audio traffic will have higher priority
when WMM is enabled.
Short Guard Interval. The Guard Interval is used to ensure that
distinct transmissions occur between the successive data symbols
SGI transmitted by a device. To increase data rates, the 802.11n

standard added optional support for a 400 nsec guard interval. This

would provide an 11% increase in data rates.

Power enhancing

Enhance power.

Power saving

Enable power saving.

Channel width

WLAN channel width.

Auto DFS enable

Enable auto DFS.

Channel Number

WLAN channel, default value is auto.

Radio power

Configure wifi transmit power.

Associated Clients

Show the active WLAN clients

Regdomain

Configure country or region.

3.3.6.2 WLAN advanced

These settings are only for more technically advanced users who have a sufficient knowledge
about WLAN. These settings should not be changed unless you know what effect the changes will
have on your Access Point.

Status Network Security Application Management Diagnostics Help
Bind Settings LAN 5G 24G TRO69 QoS Time Route

Network

Internet

WLAN Basic

These seftings are only for more technically advanced users who have a sufficient knowledge about WLAN. These seftings should not be changed unless
you know what effect the changes will have on your Access Point.

WLAN Advanced

Fragment Threshold: 2346 | (266-2345)
WILAN. Seculity RTS Threshold: [2247 (0-2347)
WPS Settings Beacon Interval: [100 | (20-1024 ms)
Data Rate: [Auto v
Mesh Network
Setting Apply Changes

Figure 3-25: WLAN Advanced
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3.3.6.3 WLAN security

This page is used to set the WLAN security, Encryption mode and the pre-share key.

Network

WLAN Basic

WLAN Advanced

WLAN Security

WPS Settings

Mesh Network
Setting

Status Network Security Application Management Diagnostics Help
Internet Bind Settings LAN 5G 2.4G TR069 QoS Time Route
WLAN Security
This page allows you setup the WLAN security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized access o your wireless
network.
SSID Type: ,ETP-_FF}T [V
Encryption: | WPAZ M\xe@

Authentication Mode:
IEEE 802.11w:
SHA256:

WPA Cipher Suite:

WPAZ2 Cipher Suite:
Group Key Update Timer:
Pre-Shared Key Format:

Pre-Shared Key:

Apply Changes

3.3.6.4 WPS Settings

O Enterprise (RADIUS) ® Personal (Pre-Shared Key)
2 None O Gapable ) Required

O pisable O Enable

MTwp Laes

Cteip Mass

6400

| Passphrase v

Figure 3-26: WLAN Security

This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your WLAN client automatically synchronize its setting and connect to the

Access Point in a minute without any hassle.

Network

WLAN Basic

WLAN Advanced

WLAN Security

WPS Settings

Mesh Network
Setting

Status

Internet

WPS Settings

Network
Bind Settings

Security Help

LAN 5G

Application Management
TRO69 QoS

Diagnostics

2.4G Time Route

This page allows you to change the setling for WPS (\Wi-Fi Protected Setup). Using this feature could let your WLAN client automically syncronize its setting
and connect to the Access Point in a minute without any hassle.

Disable WPS

WPS Status:

Auto-lock-down state:

Self-PIN Number:

Push Button Configuration:

Apply Changes Reset

Current Key Info
Authentication

Open

Client PIN Number:

]

® Configured UnConfigured

Unlocked | Unlock

02891743 Regenerate PIN

Start PBC
Encryption Key
None NIA

Start PIN

Figure 3-27: WPS Settings
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3.3.6.5 Mesh Network Settings

Mesh network uses wireless media to communicate with other APs, like the Ethernet does. To
do this, you must set these APs in the same channel with the same Mesh ID. The APs should be
under AP+MESH/MESH mode.

Notwork Status Network Security Application Management Diagnostics  Help
etwor
Internet Bind Settings LAN 5G 2.4G TRO69 QoS Time Route
WLAN Basic Wireless Mesh Network Setting
Mesh network uses wireless media to communicate with other APs, like the Ethernet does. To do this, you must set these APs in the same channel with the
same Mesh ID. The APs should be under AP+MESHMESH mode.
WLAN Advanced
Enable Mesh: ]
WLAN Security Mesh ID: |
WPS Seﬂings Encryption: Eone FC'J}
Pre-Shared Key Format: Passphrase @

Mesh Network

= Pre-Shared Key: |
Setting

Apply Changes Show Advanced Information

Figure 3-28: Mesh Network Settings

3.3.7 TR069

3.3.7.1 ACS Server

This page allows you to configure ACS connection parameters.

Status Network Security Application Management Diagnostics Help
Internet Bind Settings LAN 5G 24G TRO69 QoS Time Route

Network

ACS Server TR069 Client Configuration ~

TR-069 allows ACS to automatically configure, supply, assemble and diagnose this device.

CA Certificate Select the expected value and click the "save/apply” button to config tr-068 customer option

LOID Register

Server URL: hitp://devacs.edatahome

|
PWD Register [iseame: hgw |
|

Password: |-u

Enable Certificate: Oves ®No

Periodic Report: ® Enable O Disable
Periodic Report Interval: [320  se

Connect Request Username: itms |
Connect Request Password: e |

STUN Connection

STUN: ODisable O Enable

Stun Server Addr |

Stun Server Port |

Web for Mobile

|
|
Stun Server Name | |
|

Stun Server Passwd |

Figure 3-29: ACS server configuration

Parameter lllustration
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Server URL Server provider’s ACS server.
Username Authentication username for HGU connects to ACS server.
Password Authentication password for HGU connects to ACS server.
Enable Certificate Whether needs certificates or not.
Periodic Report Switch of inform interval.

Periodic Report Interval

Reconnection interval. HGU will verify connection with ACS

server when inform interval times up.

Connection request

username

Authentication username for ACS connects to HGU.

Connection request

password

Authentication password for ACS connects to HGU.

3.3.7.2 CA Certificate

This page is used to upload CA certificate. Choose a CA certificate file and click “Certificate

Import” button to upload.
Status
Network
Internet

Network
Bind Settings

Security
LAN 5G

Application Management Diagnostics
246G TR069 Qos

Help

Time Route

ACS Server

CA Certificate

Trusted authority certification (CA) Certificate

This page can add, view, and delete a certificate.(Before adding new certificates, old cerfificates do not need fo be deleted.) Use the CA certificate to verify
the authorisation of the access

Browse...

(Certificate Impol

LOID Register

Delete the Uploaded Cerfificate

PWD Register

Figure 3-30: upload CA certificate

3.3.7.3 LOID Register

LOID is used for PON authentication.

Nt Status Network Security Application Management Diagnostics  Help
etwor

Internet Bind Settings LAN 5G 24G TRO69 Qo3 Time Route

ACS Server LOID Config

The logical ID funcion is used for the registration and distribution of the new device please do not change it Restart the gateway if changing the logical 1D
CA Certificate causes business to maifunction.
LOID Register LoD : I

Password :
PWD Register
Apply | [ Reset |

Figure 3-31: LOID configuration
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3.3.7.4 PWD Register

GPON PLOAM Password is used for the registration and distribution of the new device, please
do not change it. Restart the gateway if changing the Password causes business to malfunction.

Notioik Status Network Security Application Management Diagnostics Help
etwor
Internet Bind Settings LAN 5G 2.4G TRO6G9 QoS Time Route
ACS Server PonPwd Config
i GPON PLOAM Password is used for the registration and distribution of the new device please do not change it Restart the gateway if changing the
CA Certificate Password causes business to malfunction.

LOID Register

GPON SN : lePoNDOFRADIO |
PWDRegster | P —
Apply \ | Reset |

Figure 3-32: Password configuration

3.3.8 QoS

3.3.8.1 QoS Config

This page is used to configure the QoS policy and Queue. If select PRIO of policy, the lower
numbers imply greater precedence. If select WRR of policy, please input the weight of this queue.
Default is 40:30:20:10. After configuration, please click 'Apply Changes'.

Netwiork Status Network Security Application Management Diagnostics Help
etwor
Internet Bind Settings LAN 5G 24G TR069 QoS Time Route
Qos Config ~
IP QoS: O Disable @ Enable
Qos Classify
Rule Template:
Traffic Control Total Bandwidth Limit: ® pisable (O Enable
DSCPITC Remark Enable O Disable @ Enable
202.1p Remark Mode (O Disatle ) Transparent Mode (@ Over Write
Queue Config
This page is used to configure the Qo8 policy and Queue. If select PRIO of policy, the lower numbers imply greater precedence. If select WRR of policy,
please input the weight of this queue. Default is 40:30:20:10. After configration, please click 'Apply Changes'
Policy: ®pPrRIC OWRR
Queue PRIO Enable
o1 1 )
Q2 2 [}
Q3 3 vl
04 4 )
Figure 3-33: QoS Configuration
Parameter lllustration
IP QoS Enable or disable QoS.
Total bandwidth limit | Switch of upstream bandwidth limit.
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DSCP/TC remark

switch

Switch of DSCP/TC remark function.

802.1p remark mode

Switch of 802.1p remark function and remark mode.

Policy Scheduling policy, including PRIO and WRR.
Queue Enable queue.
3.3.8.2 QoS classify

This page is used to configure QoS classification rules. Once the data stream is matched to the

rule and the rule has bound to the special queue, the data stream’s rate will be in schedule

depending on the queue setting.

Network

Qos Config

Qos Classify

Traffic Control

Status

Network
Bind Settings

Security

Internet LAN 5G

QoS Configuration
This page is used to add or delete classicification rule

{After 2dd a new rule, please click 'Apply Changes’ io take effect.)

Mark

Source

EESER T S02 1E AN Protocol DSCP IP/Subnet
Mask

ID Name ok priority Mark Port

0 rule_1 1
1 rule_2 1
2 rule_3 1
3 rule_4 1

Add Apply Changes
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Network Security Application Management Diagnostics  Help

Internet Bind Settings LAN 5G 24G TRO69 QoS Time Route

Add Network Traffic Control Type Rule

This page lists a traffic control type rule to be edited to classify uplink traffic, assign queue priority and give the option value of TOS bit on IP header.

Baudcom
Status
Network
Qos Config
Qos Classify Each rule consists of

the rule takes effect

Traffic Control

a type name and a configuration condition {at least one of the following) All specified conditions in this rule must be satisfied after

Click the "save” button to save the rule.

IP protocol version: | Pleasea specify IP protocol vemioﬂ|

Flow control type name: rule_ |

Specify ATM transfer priority and DSCP tag type

I the specified differential service code point (DSCP) tag is not null, the specified value is filled in with the corresponding TOS bit section of the IP header

of the upper packet.

Specify IP Priority Tags: [queve 1 [v]
Specify DSCP Tag: | Iv]
Lfaﬁz:WAN port 802.1p is enabled, set the 802.1p | M'
Sort Mode
ModE Selection: | General mode v
Flow Control Type Rule Configuration
Connect Type: | E|
\Web for Mobile
Physical LAN Port: | :ﬂ'
Protocol: | ﬂ|
Figure 3-34: QoS classification rule
Parameters lllustration
DSCP mark Re-mark DSCP when the data match the QoS classification rules.
IP Priority The priority which the queue is mapped to.
802.1P mark Re-mark 802.1p when the data match the QoS classification rules.
LAN port Classify and mark according to LAN port.
Specify IP protocol, which includes TCP, UDP, TCP/UDP, ICMP
Protocol
and RTP.
DSCP Classify and re-mark according to DSCP field in IP message.

Source IP/subnet mask

Classify and re-mark according to source IP address.

Source port

Classify and re-mark according to source port.

Destination IP/subnet

mask

Classify and re-mark according to destination IP address.

Destination port

Classify and re-mark according o destination port.

Source MAC

Classify and re-mark according to source MAC address.
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Destination MAC Classify and re-mark according to destination MAC address.

802.1P Classify and re-mark according to 802.1p.

3.3.8.3 Traffic control

This page is used to configure total bandwidth and rate of special streams.

ok Status Network Security Application Management Diagnostics  Help
Internet Bind Settings LAN 5G 2.4G TR069 QoS Time Route
Qos Config IP QoS Traffic Shaping
Qos Classify Total Bandwidtn Limit: fooos ko
Traffic Control ID Protocol Source Port Destination Port Source IP Destination IP Rate(kb/s) Delete IP Version Direction
Add Apply Changes
Apply Total Bandwidth Limit
Figure 3-35: Traffic shaping rule
Parameter lllustration
Protocol Specify IP protocol type of streams.
Source Port Specify source port of streams.
Destination Port Specify destination of streams.
Source IP Specify source IP address of streams.
Destination IP Specify destination [P address of streams.
Rate Set limited rate of streams.
IP version Specify IP protocol version of streams.
Direction Specify direction of streams.
3.3.9 Time

This page allows you to configure time related parameters of your router. After you have
selected the check box, select the time server and time zone you want to set and then click the
“Apply Changes” button to save.
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Status Network Security

Application Management Diagnostics Help
Network ) .
Internet Bind Settings LAN 5G 24G TRO69 QoS Time Route
. Time
Time Server
Current Time: Sat Jan 3 14:45:24 GMT 1970
Time Zone Select: | Beiing, Chongaing, Hang Kong, Urumai (GMT+08:00] [v]
Enable Daylight Saving Time 1~
Enable SNTP Client Update 1)
NTP Primary Time Server: |a&f(_f;the net v i |
NTP Secondary Time Server: clock.nyc.he.net ﬂ
Sync Channel: INTERNET v
Sync with WAN: [~
Interval: 26400
Apply Changes

Figure 3-36: Time server

3.3.10 Route

3.3.10.1 RIP Configuration

This page allows you to configure RIP function.

S Status Network Security Application Management Diagnostics  Help
etwor
Internet Bind Settings LAN 5G 24G TRO69 QoS Time Route
Route RIP Configuration
Enable the RIP if you are using this device as a RIP-enabled Device to communicate with others using the Routing Information Protocol. This page is used
Static Route to select the interfaces on your device is that use RIP, and the version of the protocol used.
RIP: ® Disable O Enable
Interface: Eﬂ
Receive Mode: | NoneEl
send Mode: [none 7]
RIP Config Table
Delete Interface Receive Mode Send Mode
Delete Selected  Delete All
Figure 3-37: RIP configuration
Parameter lllustration
RIP RIP switch.
Interface WAN connection for transmitting or receiving RIP messages.
Receive Mode The version of RIP messages that have been received.
Send Mode The version of RIP messages that have been sent.
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RIP configuration table | RIP configuration that has been added.

3.3.10.2 Static route

This page is used to configure static route.

Notwork Status Network Security Application Management Diagnostics Help
etwor
Internet Bind Settings LAN 5G 2.4G TR069 QoS Time Route
Route RoutingConfiguration
Static Route Enable: M
Destination: \ |
Subnet Mask: \ |
Gateway: \ i
Ivletric: \-
Interface: §-Any _ﬂ'
Add Route Update Delete Selected Show Routes
Static Route Table
Select State Destination Subnet Mask Gateway Metric Interface
Figure 3-38: Static Route configuration
Parameter lllustration
Enable Switch of static route.
. Destination network address. The last several bits should be zero,
Destination
just like 192.168.5.0.
Subnet mask Destination network mask.
Gateway The gateway IP address.
Metric Please input the metric value.
Interface Select the wan interface you want to add static route

3.4 Security

3.4.1 WAN Access

This page allows you to configure URL filter. URL filter is taking effect when the wan
connection is in router mode. In other words, when the wan connection is in bridge mode, the
URL filter cannot be taken effect.
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s ) Status Network Security Application Management Diagnostics  Help
BEUHY WAN Access Firewall MAC Filtering IP/Port Filtering
WAN Access URL filtering -- add 100 rules at most .
URL Blocking: ® Disable O Enable
FilteringMode: ® BlackList ‘Whitelist
URL Address Delete
Add Delete
Figure 3-39: URL Filter
Parameter lllustration

URL Blocking Enable or Disable URL Filter

Black List: URL in the list will be forbidden and others will be
o accessed.

Filtering Mode o ) o )
White List: URL in the list will be accessed and others will be
forbidden.

URL List you want to deal with (Drop or Access).
_ Click “Add” button to add URL item to the list.
URL List )
Select “Delete” checkbox and then click “Delete” button to
remove URL items from the list.

3.4.2 Firewall

3.4.2.1 Security Classify

This page allows you to configure firewall level. Firewall has three levels: Low and High.

g ) Status Network Security Application Management Diagnostics Help
ecuri
ty WAN Access Firewall MAC Filtering IP/Port Filtering
Security Classify Select Firewall Level
Select Firewall Level: [Low [¥]
Attcak Protection k
Apply Changes

Figure 3-40: Firewall Level

Parameter lllustration
Firewall Level Low: Protect nothing.
High: Forbid ICMP Input, Forbid Port Scan, Denial of Service
protections.
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3.4.2.2 Attack Protection

This page allows you to enable/disable attack protection function.

s ity Status Network Security Application Management Diagnostics Help
ecuri
WAN Access Firewall MAC Filtering IP/Port Filtering
Security Classify Eeafection
®) Disable O Enable
Attcak Protection
Apply Changes

Figure 3-41: DoS Protect
3.4.3 MAC Filtering
This page allows you to configure MAC filter. Mac filter is different from URL filter, which is

nothing to do with the wan connection mode. When packets input the LAN port, the packets will
be dropped or accessed depends on the MAC filter rules.

s . Status Network Security Application Management Diagnostics  Help
Sy WAN Access Firewall MAC Filtering IP/Port Filtering
MAC Filtering E:Z‘g‘ifif:"“g
l-.-]»\é e;cd“r.;ss filtering in bridge mode is not supported. Please add a MAC before applying the whitelist. If the whitelist is empty, the device will not be
accessible and will need to be factory reset
MAC Filtering: ® Disatle O Enable
FilteringMode: BlackList ‘Whitelist
Source MAC Delete
Add  Delete  Apply Changes
Figure 3-42: MAC Filtering
Parameter lllustration
L Disable: Disable Mac Filter.
Mac Filtering )
Enable: Enable Mac Filter.
Black List: MAC Address in the list will be forbidden and others
o will be accessed.

Filtering Mode o ) o )
White List: Mac Address in the list will be accessed and others will
be forbidden.

Input the MAC address and click the “Add” button to add MAC
address to the table.

MAC Address )

Select “Del” checkbox and then click “Del” button to remove
MAC address from the table.

3.4.4 IP/Port Filtering

3.4.4.1 IP/Port Filtering

This page is used to configure port filter. Port filter includes many kinds of filters, such as
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MAC filter, IP filter, protocol filter and port filter. Black list and white list take effect

simultaneously. Black list is used for upstream and white list is used for downstream.

. Status
Security

WAN Access

IP/Port Filtering

Max 16 rules

Common Filtering

Filtering Mode:

IP Address Filtering:

IP/Port Filtering

Network Security Application Management Diagnostics Help
Firewall MAC Filtering IP/Port Filtering
O Disable ® Enable
® BlackList O whitelist

Note, Black list and white list work at the same time.

Upstream BlackList Configuration
Note, When black list enabled, default allow all LAN upstreams, add black list filter nules to prevent specified LAN upstreams

Add | Delete
Figure 3-43: Port Filter
Parameter lllustration
IP Address Filtering Switch of IP/port filtering.
Black List: Rule in the list will be forbidden and others will be
Filter Mode accessed.
White List: Rule in the list will be accessed and others will be
forbidden.
Filter Rule Settings
Filter Name Input filter name.
IP Version [Pv4 or IPvo6.
Protocol Input the protocol you want to configure in the rule.
Source IP Address Input the source IP address you want to configure in the rule.

Source Subnet Mask

Input the mask of source IP address. Only need to configure when

using single [P address.

Destination IP Address

Input the destination IP address you want to configure in the rule.

Destination Subnet
Mask

Input the mask of destination IP address. Only need to configure

when using single IP address.

Source Port

Input the source port you want to configure in the rule.

Destination Port

Input the destination port you want to configure in the rule.

3.4.4.2 Common Filtering

This page is used to configure the access control and common ports on the upstream and
downstream directions. By default, HGU can’t be accessed from WAN side by telnet, web and so

on.
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s ity Status Network Security Application Management Diagnostics Help
ecuri
WAN Access Firewall MAC Filtering IP/Port Filtering
. . This page configures the access control of common ports on the upstream and downsiream directions; If you need to control other poris, please configure
IP/Port Filtering on the page of port fiter.

Service-Name

,_
=
=
=
B
=
o
S

1

Common Filtering

Telnet |l /23—|
Fio | [] I
Hitp L] 8 |

HTTPS O a3 |
Tip O O
Ping v O

Submit

Figure 3-44: Common Port Filter

3.5 Application

3.5.1 DDNS

Dynamic DNS services allow you to change a dynamic IP address to a static host name in any
multiple domains, allowing your router to be more easily accessed from different locations on
the Internet.

L Status Network Security Application Management Diagnostics Help
Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application
DDNS Dynamic DNS

Dynamic DNS services allow you fo change a dynamic IP address to a static host name in any multiple domain, allowing your router to be more easily
accessed from different locations on the Internet

Click add or delete to config DDNS.

Enalbe DDNS Senvice [

Hostname Username Service Interface Delete

Add  Delete

Figure 3-45: DDNS
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) . Status Network Security Application Management Diagnostics Help
Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application
DDNS Add dynamic DNS
This page allow you fo add a new DDNS
D-DNS provider: i oray.com 1"
Hostname: |
Interface: [LAN/br0 ~]
Username: ‘ |
Password: ‘ |
Savel/Apply
Figure 3-46: Add DDNS
Parameter lllustration

D-DNS Provider

Choose DDNS service provider.

Host name Set host name of the device.

Interface The interface of accessing by DDNS

Username The username which is used to access DDNS server.
Password The password which is used to access DDNS server.

3.5.2 Advanced NAT

3.5.2.1 ALG configuration

This page shows about ALG settings, such as h.323, SIP, RTSP, IPSEC, FTP, L2TP and so on.

. Status Network Security Application Management Diagnostics Help
Appleahon DDNS Advance NAT UPnP VoIP IGMP MLD Daily Application
ALG ALG Configuration
Choose 3 ALG selection below:

DMZ

ftp @® Enable O Disable
Vichial Sepver tftp ®) Enable O Disable

h323 ® Enable O Disable
risp ® Enable O Disable
12tp ®) Enable O Disable
ipsec ® Enable O Disable
sip O Enable ® Disable
pptp ® Enable O Disable
SavelApply

Figure 3-47: ALG configuration
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3.5.2.2 DMZ configuration

This page allows you to configure DMZ server.

. . Status Network Security Application Management Diagnostics Help
Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application
ALG NAT - DMZ Hosts
DSL router will fransmit IP packages which received from \WAN, to DMA Hosts.
DMZ

Select "Enable DMZ Host" and input IP address click "Save/Apply" to active DMZ host.

= ‘ .. " " Lo JApply® to di :
Virtual Server Do not select "Enable DMZ Host" and click "Save/Apply” to disctive DMZ host

DMZ Host: ® pisable O Enable
DMZ Host IP Address: 0.0.00
SavelApply

Figure 3-48: DMZ configuration

3.5.2.3 Virtual Server

This page allows you to configure virtual server. You should create a wan connection with NAT
function enabled before you configure the virtual server. After you click the “Add” button, you
will see the page show as in Figure 3-48.

L Status Network Security Application Management Diagnostics Help
Application
DDNS Advance NAT UPnP VoIP IGMP MLD Daily Application
ALG NAT -- Virtual Server

Select the service name and enter the server's IP address, then click "savefapply" to forward the IP packet to the specified server for this service.

DMZ Configurable remainder:32

Server Name

bk s ® Please Select a service: | select one [~
O custom server: | |
Server IP Address: [
Enable  External IP Addr External Start Port  External End Port  Protocol Server IP Address Server port
w || | || | | [rer B | | | |
m | | | e B | || |
a || | || | | [rer M| | | |
a || | || | [ L | | |
w | | | | [ L | |
m | | | e | [ |1 |
o | | | [ LCC | || |
a || | || | [ T | | |
|| | | | | free || |
||| | | | [er B | | | |
= | | [ LI | || |

Web for Mobile | | | [ | [ | free ]| [ | |

Figure 3-49: Add Virtual Server
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Status Network Security Application Management Diagnostics Help

Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application

ALG NAT —Virtual Server Configuration

Wirtual server use LAN device as a server remote get access this server from \WAN side, 32 Configurations at Most
DMZ
Server Name Enable External IP Addr External Start Port  External End Port  Protocol Server IP Address  Source Port Delete
Virtual Server Web Server (HTTP)  enable a0 a0 TcP 192.168.1.2 a0 [

Add  Delete

Figure 3-50: Virtual Server configuration

You can select the “delete” checkbox and then click the “delete” button to remove service items
from the service table.

3.5.3 UPNP

This page is used to configure UPNP.

L Status Network Security Application Management Diagnostics Help
Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application
UPRP UPnP Configuration
UPnP: ® pisable O Enable
WAN Interface =
Save
Figure 3-51: UPNP configuration
3.5.4 VolP

3.5.4.1 Basic Settings

This page allows you to do VoIP basic configurations.
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Status

Network Security Application Management Diagnostics

Application

Basic Settings

Advance Settings

DDNS Advance NAT

Server Type

Server Type

Primary SIP Register

VolP IGMP

[Soft Switch SIP[v |

Primary SIP Register Address: ]
Port:
Secondary SIP Register
Secondary SIP Register Address: ‘7‘
Port:
Primary SIP Proxy
Proxy Address: \7\
Enable Subscribe O
Port:
Enable Qutbound Proxy O
Outbound Proxy Address: 1
Outbound Proxy Port:
SIP Domain: ‘7‘
Register Expire{sec):
Secondary SIP Proxy
Secondary SIP Enable O
Enable Subscribe O
Proxy Address: [ ]
Port:
Enable Qutbound Proxy O
Qutbound Proxy Address: [7‘
Qutbound Proxy Port:
SIP Domain: [ ]
Register Expire{sec):
Line1 Account
Enable
Web for Mobile — Dl:l
User Account: ——— i
User Password:

MLD Daily Application

Help

Apply Changes
Figure 3-52: VoIP Basic Configuration
Parameter lllustration
Server type SIP server type, soft switch and IMS.
Primary SIP register ] _
Primary SIP register server address.
Addr
Secondary SIP Register )
Secondary SIP register address.
Addr
Port The port of SIP protocol, default port is 5060.
Primary SIP Proxy Primary SIP proxy server IP address.
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Outbound Proxy Addr | Outbound proxy server IP address.
SIP domain Enter the domain address of SIP server.

Register expire

Register expire of SIP account.

Enable Subscribe

To enable subscribe.

Enable: Enable VoIP function.

Line Enable
Disable: Disable VoIP function.
Account Number Enter phone number as it should appear on caller ID.
Account name Enter the registration ID of the user with the registrar.

Account Password

Enter the password used for authentication with the registrar.

For VOIP WAN connection, service mode must contain VOICE.

3.5.4.2 Advance Settings

This page shows advanced VoIP settings, including SDP parameters and additional services.

Application

Basic Settings

Advance Settings

'Web for Mobile

Status Network Security

DDNS Advance NAT UPnP

Sip

SIP LocalPort
RTP Start Port
Packet Time
DTMF Mode

RFC2833 playload

Advance Settings

Echo Suppression Settings
VAD
T.38

Sync Phone time

Caller ID Mode
Region

Session Expire (sec)

Flash hook time, {ms), [times of 10, min: 80, max:

20001

Dial Tone Duration{sec)
Short digit timer{sec)
Long digit timer({sec)
Busy tone Duration{sec}
Howler tone Duration(sec)

Register retry interval

Application
VolP IGMP MLD
posc |
!40n{1 |
[20 ]
Inband v
e
[~
[]
[]
[Fscers  [v]
w [
I
o |<FasnTme < o0
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Heart beat Mode Passive Cption v

Heart beat cycle[0:Disable ] ni‘
No Answer Timer[0:Disable ] |60 J
Codec Priority

Priority 1- [G711-uiaw[v]

Priority 2: [c711-amw]v]

Priority 3- !E_n

Priority &: |W

Dail plan enable ®onC off

Max match ®onO ol

D0 10[1-9]x |[1-9]
¢ |ExeFx. F|FoooF| ES4 B ExxExmoooosy F| M

DeakBlan ExxExxExcoo00adF|FoF | EExd FxExF|ExocF[EE

poxExoox ExoooooodFlFExxExxxExoocxxF|FF|E
Line Line1 Line2

Polarity Reversal

send gain( 4B ) o ]

Recv gain( dB ) o |

Call Waiting =

Call Conference [

HotLine Enable ]

HotLine Timerout iﬂ |

Hotline Num \ |

Uncondition Forward

&
Uncondition Forward Num ‘7|
Busy Forward O

Busy Forward Num |

No Answer Forward 1]
No Answer Forward Num \:l
No Answer Forward Time 1: |
Call Transfer [-]

A ks Unattend Transfer(E, F., 0~9) \ |

Attend TransterE. F. 0-9) (I

Apply Changes
Figure 3-53: VoIP Advance Settings
Parameter lllustration
SIP Local Port Set local port of SIP messages.
RTP initial port Set beginning port of RTP messages.
Packet time Set packet time of RTP messages, in millisecond.
DTMF mode Set DTMF mode.
RF2833 Payload Set the value of payload for RFC2833 mode.
Echo suppression ) ) )
i Enable or disable echo suppression function.
settings
VAD Enable or disable voice activation detection function.
T38 Enable or disable T38 fax mode.
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Sync phone time Enable or disable sync phone time.
Caller ID mode Set caller ID mode.
Region Set tone of country. Different country or region may use different

tone.

Session Expire

Set session expire time.

Flash hook time

Set flash time of phone.

Dial Tone Duration

Set the off-hook dialing expire time, default value is 10. (range:
10s~20s).

Short Digit Timer

Set the short digit timer value, default value is 5. (range: 4s~30s).

Long Digit Timer

Set the long digit timer value, default value is 5. (range: 4s~30s).

Busy tone Duration

Set the busy tone time, default value is 40. (range: 30s~180s).

Howler tone Duration

Set the howler tone time, default value is 60. (range: 30s~180s).

Register retry interval

Set register failed and retry interval.

Heartbeat mode Set heartbeat mode.
Heartbeat cycle Set heartbeat cycle.
No Answer Timer Set no answer ring time. 0 means no time limit.
The parameter set the ITU-T coding standard of the voice. The
Codec Priority coding technology supported by this equipment is G.711 A law,

G.711 Mu law and G.729 and so on. Users can choose one or several
coding mode, but one of those modes must be chosen as the priority.

Dial Plan enable Set dial rule of device.

Polarity Reversal

Enable or disable polarity reversal function.

Send gain Set codec send gain.
Recv gain Ser codec receive gain.
Call waiting Enable or disable call waiting.

Call conference

Enable or disable call conference.

Hotline

Set hotline function.

Un-condition forward

Enable or disable un-condition forward.

Un-condition forward

Num

Set un-condition forward number.

Busy forward

Enable or disable forward.

Busy forward Num

Set busy forward number.

No answer forward

Enable or disable no answer forward.

No answer forward

Num

Set no answer forward number.

No answer forward time

Set no answer forward time.

Call transfer

Enable or disable call transfer function.

Unattend Transfer

Set functional code of unattend call transfer.
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Attend Transfer Set functional code of attend call transfer.

3.5.5IGMP

3.5.5.1 IGMP Snooping

This page allows you to enable or disable the IGMP Snooping function.

Status Network Security Application | Management Diagnostics Help

Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application

IGMP Snooping IGMP Snooping Configuration

This page allows you enable or disable IGMP snooping function

IGMP Proxy

IGMP Snooping: (O Disable @ Enable

Save/Apply

Figure 3-54: IGMP Snooping

3.5.5.2 IGMP Proxy

This page allows you to enable IGMP proxy for a specified WAN connection. IGMP proxy takes
effect for route mode WAN.

L Status Network Security Application Management Diagnostics Help
Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application
IGMP

IGMP Snooping

This page allows you enable IGMP proxy an specific pvc

IGMP Proxy
Internet Connection IGMP Enabled
2_INTERNET_R_VID_2332
Save
Figure 3-55: IGMP Proxy
3.5.6 MLD

3.5.6.1 MLD Snooping

This page allows you to enable or disable the MLD snooping function for IPv6, just like the
IGMP snooping for [Pv4.

Status Network Security Application Management Diagnostics  Help

Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application

MLD Snooping MLL) Snooping

This page allows you enable or disable MLD snooping funciton

MLD Proxy

MLD Snooping: () Disasle (® Enable

SavelApply

Figure 3-56: MLD Snooping
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3.5.6.2 MLD Proxy

This page allows you to enable MLD proxy for IPv6, just like enable IGMP proxy for [Pv4.

L Status Network Security Application Management Diagnostics Help
Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application
MLD Proxy

MLD Snooping

This page allows you enable or disable MLD proxy function

MLD Proxy
MLD Proxy: ) Disable ®) Enable
Interface: [1_INTERNET_R_vID_2000]v/|

Figure 3-57: MLD Proxy
3.5.7 Daily Application

This page allows you to configure multicast VLAN for route mode WAN connections.

Status Network Security Application Management Diagnostics Help

Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application

IPTV i A

Multicast VLAN(blank indicates no setting)

Modify  Cancel

Interface Multicast VLAN Modify
1_INTERNET_R_VID_2000 s
2_INTERNET_R_VID_2332 o

Figure 3-58: Multicast VLAN

3.6 Management

3.6.1 User Management

This page allows you to change login password of current user. There are two User level
accounts: admin and user.

The admin account is able to access and modify all settings of HGU.

The user account can only be used to view configurations, status and configure few parameters
such as LAN [P address and DHCP server, wireless parameters, configure filter, firewall, reboot
HGU and so on.
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Status Network Security Application Management = Diagnostics Help

Management
User Manage Device Manage Log File Maintain

Access Control -- Password

User Manage
Router accessment is controled by two users: admin and user.
User "admin" take completely control of your DSL router

User 'user' can access your DSL router browser configuration and lists

Input max 16 charactors, then click "Save/Apply’ to change password. Note: Password should not contains space

Username: ‘Bﬂml!"l

Old Password:

|
|
New Password: \ |
|

Confirm Password:

Apply Changes

Figure 3-59: User management

3.6.2 Device Management

3.6.2.1 Device Reboot
This page allows you to reboot the device. The process of reboot will take several minutes.

Status Network Security Application Management Diagnostics Help

Management
User Manage Device Manage Log File Maintain

ChmmitiReboot Commit and Reboot

This page is used to commit changes to system memory and reboot your system

Timely Reboot
Commit and Reboot:
Upgrade Image
Load Default

Config File

Figure 3-60: Device reboot

3.6.2.2 Timely Reboot

This page is used to set device reboot time. Only when you have been synchronized the
network time can you take effect the timely reboot.

Status Network Security Application Management Diagnostics Help
Management
User Manage Device Manage Log File Maintain
CommitiReboot This page set HGU timely auto reboot

Only when you have been synchronized the netword time can you take effect the timely reboot.

Timely Reboot

Current Time: Sun Jan 4 07:45:26 GMT 1970 Unsynchronized
Upgrade Image
Week Day: CImon C1ue Cwen Cthe CFi O sat Clsun
Load Default _ —
Time: [o [v] Hour [0 [v] winute
Config File
Apply Changes

Figure 3-61: Device timely reboot
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3.6.2.3 Upgrade

This page allows you to upgrade the device. You can select the upgrade firmware and click
"Upgrade" to upgrade device. Please keep the power on, otherwise this device will be damaged.
It will reboot automatically when finish upgrade.

Status Network Security Application Management Diagnostics Help

Management
User Manage Device Manage Log File Maintain

Commit/Reboot Upgrade Image

This page aliows you upgrade the firmware to the newer version. Please note that do not power off the device during the upload because this make the
system unbootable.

Timely Reboot
Upgrade Image Browse...
Load Default Uppadel [Reset
Config File

Figure 3-62: Device upgrade

3.6.2.4 Load Default

This page allows you to restore the device to default settings. You can click “Restore Default” or
"Restore factory default” button to restore settings of the device. "Restore Default" button
restore the LAN parameter, "Restore Factory Default”" button restore all the ONU configurations.
After restored, it will restart automatically.

Status Network Security Application Management Diagnostics Help
Management
User Manage Device Manage Log File Maintain

CamiblReboat Confiuration - Resotre Factory Default

Reset DSL Router to Factory Default

Timely Reboot

Load Default: Restore Default ‘ | Restore factory configuration

Upgrade Image
Load Default

Config File

Figure 3-63: Load default

3.6.2.5 Config file Management

This page allows you to backup and restore the configurations of HGU.
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Status Network Security Application Management Diagnostics Help
Management
User Manage Device Manage Log File Maintain
Commit/Reboot Current Configuration Management

You can upioad and down load config file.
Timely Reboot

Upgrade Image
Save current as default
Load Default Device will auto reboot after upload success. If not, reboot Device to take effect
Save current as default
Config File

Cancle self custome default
You can cancle the self custome default config file

| ‘Cancle self custome default |

Upload Configuration Management

Upload: Upload custom config file. Gonfiguration will be covered by reseting to default
Upload As Default Upload custom config file as default setting
Device will auto reboot after upload success. If not, reboot Device to take effect

| Browse... | Upload
| Browse... | Upload As Default

Figure 3-64: Config file management
3.6.3 Log File

3.6.3.1 System Log

This page allows you to set up log level and display level, and log server as well.

Status Network Security Application Management | Diagnostics Help
Management : : .
User Manage Device Manage Log File Maintain
Syslog -- Configuration
System Log yslog g
If enabled syslog mode,system start to log events whos loglevel is equal or higher than your settings.
LOG Info
For the display level, all events that are equal to or higher than the selected level will be displayed.
If select mode ‘Remote’ or 'Both' log events will be sent to both remote syslog server 1P and Port
If select mode ‘Local or "Both' log events will be logged to local.
Select then click 'Save/Apply’ to configuration
Log: @® pisavle ) Enable
Log Level: Emergency [v]
Display Level: Emergency [v]
wose:
Sorver 1 At R
Sarer uop por I
Save/Apply
Figure 3-65: Log settings
Parameters lllustration
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Log Level Log record level, include Emergency, Alert, Critical, Error,

Warning, Notice, Informational, Debugging.

Display Level Log display level, include Emergency, Alert, Critical, Error,
Warning, Notice, Informational, Debugging.

Mode Local: Log will be saved locally.

Remote: Log will be sent to remote specific host.
Both: Log will be saved locally and be sent to remote specific
host meanwhile.

3.6.3.2 View system log

This page allows you to view and clear the log information.

Status Network Security Application Management Diagnostics Help
Management
User Manage Device Manage Log File Maintain
System Log User List
You can view system records.
LOG Info

Click "Access Records” to view system access record.

Besides fter log enabled, you can clean up syslog.

Access Records  Clear Records  Download Log
Figure 3-66: Log Info
3.6.4 Maintain

This page shows about the maintenance. Click "End maintain" button, the new data will be
reported to server automatically.

Status Network Security Application Management Diagnostics  Help
Management
User Manage Device Manage Log File Maintain
Maintain Upload when End Maintain

Click 'End MainTain' ,system will automatically upload new data to server

End Maintain

Figure 3-67: Maintain

3.7 Diagnose

3.7.1 Network diagnostics

3.7.1.1 PING Test

This page is used for ping test. You can diagnose connection status between HGU and other
devices.
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: a Status Network Security Application Management Diagnostics Help
Diagnostics
Network Diagnostics Loopback Detect Port State
Ping PING Test
Tracert Test Dest IP Address: ‘:I
WAN Interface: [1_INTERNET_R_VID_3000[ v
TRO069 Inform
Ping
Figure 3-67: PING test
Parameters lllustration
Interface Select the interface that needs to diagnose.
Destination IP or host o )
Input the destination IP you want to ping.
name
3.7.1.2 Tracert Diagnose
This page is used for tracert test.
: : Status Network Security Application Management Diagnostics Help
Diagnostics
Network Diagnostics Loopback Detect Port State
Ping Tracert Test
Tracert Test Address: |
WAN Interface: |1_INTERNET_R_VID_3000[ v
TR069 Inform
Trace
Figure 3-68: Tracert test
Notice:
Do not do trace route test again when the trace route in running status.
3.7.1.3 TR069 Inform
This page is used to manual send TR069 inform to ACS.
: : Status Network Security Application Management Diagnostics Help
Diagnostics
Network Diagnostics Loopback Detect Port State
Ping TROG69 Inform
Tracert Test TRO69 Inform State no inform
TR069 Inform Start

Figure 3-69: TR069 Inform

3.7.2 Loopback detect
This page is used to configure loopback detect function.
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: : Status Network Security Application Management Diagnostics Help
Diagnostics
Network Diagnostics Loopback Detect Port State
Loopback Test Diagnose -- Loopbakc Test
Enable Loopback Detection: )
Detection Frame Interval: 1 (1~60)
Recover Frame Interval: 300 | (10 ~ 1800)
Etrrtype i
VLAN ID: ‘0 Use ", " to separat means untagged(ex. 0,45,46)
Save/Apply
Port Loopback Detect State:
Port State
LAN1 No Loopback
LANZ No Loopback
Figure 3-70: Loopback detect settings
3.7.3 Port state
This page shows link status of LAN ports.
) ) Status Network Security Application Management Diagnostics = Help
Diagnostics
Network Diagnostics Loopback Detect Port State
Port State Port Connect State:
Port State
LANT1 Connected
LANZ Not Connected
Figure 3-71: Port state
3.8 Help
The Help information of HGU displays instruction and prompt of each web UI.
Hel Status Network Security Application Management Diagnostics Help
e
P State Network Security Application Management
Device Info Device Basic Informationmation display device module device ID.hardware version and software version.
WAN Info
User Info

Voip

Figure 3-72: Help information
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Chapter 4 Examples

4.1 Internet service

There are two configuration methods for Internet service. One works on bridge mode and
another works on route mode.

4.1.1 Requirement

1) HGU works on bridge mode, service VLAN is 9. User surf the Internet via LAN port 1.
2) HGU works on route mode, service VLAN is 10. HGU gets IP address via DHCP.

4.1.2 Steps

Before configuring, make sure HGU has registered and been authorized successfully. Connect
PC to one LAN port of HGU directly with twisted cable.

4.1.2.1 Bridge mode for Internet service

1) Add a WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a bridge mode WAN
connection as the following parameters.

< Mode is bridge.

Enable VLAN and VLAN ID is 9.
Service mode is OTHER.

Bind port 1.

T

Other parameters keep default.
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Network Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN 5G 24G TR069 QoS Time Route
iternet WAN Configuration

NAT ccnfig Connectin Name: [VAdd New Wan >
Mode: | Bridge ~|
IP Version: [1Pvanipve v
Enable Vian:
Vian ID: o
802.1p: [ vi
MTU: [1492 |
Service Mode: | Other v
Disable LAN DHCP:
Binding Port:
Port_1 Oirort 2
O port_3 Olport 4

Web for Mobile

) wWireless(SSID1-5G)

[ wireless(SSID5-2.4G)

Note: WAN connection doesn't share bind ports, the last bind action would override previous bind settings.

When binding port in bridge WAN and service mode is Other, PC connected to this binded port will not get DHCP IP address so avoid binding all LAN ports

fo this Bridge WAN

Apply Delete

Figure 4-1: Add a bridge WAN connection

2) Surf the Internet

Connect PC to LAN 1 port. After get IP address from DHCP server in the network, the PC can
surf the Internet.

4.1.2.2 Route mode for Internet service

1) Add a WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a route mode WAN
connection as the following parameters.

<> Protocol mode is IPv4.

Choose DHCP.

NAT function is checked.

Enable VLAN and VLAN ID is 10.
Service mode is INTERNET.

Bind port 1.

S S

Other parameters keep default.
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Network Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN §G 24G TR069 QoS Time Route
Internet WAN Configuration
NAT Config Connectin Name: :-Add Mew Wan v I
Mode: [Route &
IP Version: Pvd v“|
DHCP ®) et address via ISP
Static © Get static address via ISP
PPPOE O use PPPOE
Enable NAT:
Enable Vlan:
Vian ID: 1o |
B0Z1p: [ -
MTU: |1500
Request DNS: ® Enable
) Disable
Primary DN S: |
Secondary DNS: |
Service Mode: iriNTERNE‘.’ Vﬁ!
Disable LAN DHCP: (]
Binding Port:
Port_1 Clport2
[l port_3 Crort_a
‘Web for Mobile o
|| wireless(SSID1-5G)
(7] wireless{S51D5-2 4G)
Mote: WAN connecfion doesn't share bind poris, the last bind aclion would overide previous bind settings
When binding port in bridge WAN and service mode is Other, PC connected to this binded port will not get DHCP IP address so avoid binding all LAM
ports fo this Bridge WAN
w
Annby Nalata
Figure 4-2: Add a route WAN connection
2) Surf the Internet

Connect PC to LAN port 1. The PC gets IP address from HGU and HGU gets IP address from
DHCEP server in the network, and then you can surf the Internet.

4.2 IPTV service
There are two methods for IPTV service, IGMP snooping and IGMP proxy. You must enable
IGMP proxy when HGU works on route mode.

4.2.1 Requirement
1) HGU works on bridge mode for IPTV service, VLAN is 20.
2) HGU works on route mode for IPTV service, VLAN is 30.
4.2.2 Steps
Before configuring, make sure HGU has registered and been authorized successfully.

Connect PC to one LAN port of HGU directly with twisted cable.
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4.2.2.1 Bridge mode for IGMP

1) Add a WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a bridge mode WAN
connection as the following parameters.

< Enable VLAN and VLAN ID is 20.
< Service mode is OTHER.

< Bind port 2.
<>

Other parameters keep default.

Nebwotk Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN &§G 24G TR069 QoS Tme Route

Internet WAN Configuration

NAT Conf‘rg Connectin Name: I'm_:ﬁivan _:l
Mode: Eridge w
IP Version: | IPvd ~
Enable Vlan:
Vian ID: 2 |
302.1p: ~|
MTU: 1500
Service Mode: Other » |
Disable LAN DHCP:
Binding Port:
Port_1 Oport 2
Clport_3 O port_4

[T wireless{S5I1D1-5G)

(] wireless{S51D5-2 4G}
Mote: WAN connecfion doesn't share bind ports, the last bind acfion would override previous bind settings

When binding port in bridge WAN and service mode is Other, PC connected to this binded port will not get DHCP IP address so avoid binding all LAN ports
to this Bridge WAM

Apply Delete

Figure 4-3: Add a bridge WAN connection
2) Enable IGMP snooping

Choose “Application > IGMP > IGMP SNOOPING” in navigation menu. Check down IGMP
snooping. IGMP snooping is checked by default. It will not be mentioned in the rear examples.

Status Network Security Application Management Diagnostics Help

Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application

IGMP Snooping IGMP Snooping Configuration

This page allows you enable or disable IGMP snooping function
IGMP Proxy

IGMP Snooping: O Disable ®) Enable

Save/Apply

Figure 4-4: Enable IGMP snooping
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3)Join multicast group

User sends an IGMP report message through LAN port 2. Report message doesn’t take any
VLAN tag.

4.2.2.2 Route mode for IGMP

1) Add a WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a route mode WAN
connection as the following parameters.

<> Mode is Route.

<> Protocol mode is IPv4.
< Choose DHCP. (Provided by ISP)
<> NAT function is checked.
<~ Enable VLAN and VLAN ID is 30.
< Service mode is INTERNET.
< Bind port 2.
< Other parameters keep default.
Network Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN §G 24G TR062 QoS Time Route
Internet Connectin Name: nddtﬂew \v_“_1'_<3_l_1_ VI =
Mode: rRoute v |
NAT Config —
IP Version: i,iPN vi:
DHCP ® Get address via ISP
Static () Get stalic address via ISP
PPPoE ) Use PPPoE
Enable NAT: (]
Enable Vian:
Vian ID: 30
802.4p: v
mMTU: :__ISUD _
Request DNS: @ Enable
) Disable
Primary DNS: Il
Secondary DNS:
Default Gateway: (]
Disable LAN DHCP: B
Binding Port:
Cport_1 Port_2
port_3 Ulport_4
o _ [ Wireless(SSID1-5G)
Web for Mobile
[ Wireless(SSIDS5-2.4G)
Figure 4-5: Add a route WAN connection
2)Enable IGMP proxy

Choose “Application > IGMP > IGMP PROXY” in navigation menu. Choose the relevant
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WAN connection and enable IGMP proxy.

L Status Network Security Application Management Diagnostics Help
Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application
IGMP Snooping IGMP
This page allows you enable IGMP proxy on specific pvc
IGMP Proxy
Internet Connection IGMP Enabled
1_INTERNET_R_VID_30 4]

Figure 4-6: Enable IGMP proxy
3)Join multicast group

User sends an IGMP report message through LAN port 2 after got an IP address from HGU.

4.3 VoIP service

HGU supports SIP protocol for VoIP service. This example introduces how to configure VoIP
service on webpage.

4.3.1 Requirement

HGU works on route mode. Its IP address is 192.168.6.199, VLAN ID is 3000.
SIP server is 192.168.6.6, proxy server is 192.168.6.6.

Phone numbers are 6666, username and the password are the same as phone numbers.
4.3.2 Steps

Before configuring, make sure HGU has registered and been authorized successfully.
Connect PC to one LAN port of HGU directly with twisted cable.

1) Add a WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a route mode WAN
connection as the following parameters.

< Protocol mode is IPv4.

Static IP address.

Enable VLAN and VLAN ID is 3000.
IP address is 192.168.6.199.

Subnet mask is 255.255.255.0.
Default gateway is 192.168.6.1.

DNS is 192.168.1.1.

Service mode is VOIP.

YR R T S
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< Other parameters keep default.

Ne

NAT Config

twork

Internet  Bind Settings

Internet

Connectin Name:
Mode:

IP Version:
DHCP

Static

PPPoE

Enable Vlan:
Vian ID:

s02.4p:

MTU:

IP Address:
Subnet Mask:
Default Gateway:

Request DNS:

Primary DN5:
Secondary DNS:

Service Mode:

Disable LAN DHCP:
Binding Port:
Web for Mobile —
I Part_1
Crort_3
[l Wireless(SSID1-5G)

[ wireless(S5ID5-2.4G)

Status Network Security

LAN 5G 24G

| Add Hew wan ~ |
| Route v |
| 1pva ~

) Get address via ISP
® Get static address via ISP

) Use PPPoE

|152.168.6.198
|285.255 2550

Enable

Disable

1111

Application Management
TR068 QoS Time Route

Figure 4-7: Add a route WAN connection

2) Configure VolIP general parameters

Choose “Application > VoIP > Basic settings” in navigation menu. Set up VoIP general

parameters as following shows.

<>

<>

Choose which region VolP service is used for. Different regions have different Dial tones,

ringing tones etc.

Diagnostics

Help

Proxy server and registering server both are 192.168.6.6. Protocol ports both are 5060.

Enable phone 1. Fill phone number, username and password.
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Application

Basic Settings

Advance Settings

Web for Mobile

SHANGHAI BAUDCOM COMMUNICATION DEVICE CO.,LTD

Status Network
DDNS Advance NAT
Server Type
Server Type

Primary SIP Register
Primary SIP Register Address:

Port:

Secondary SIP Register

Secondary SIP Register Address:

Port:

Primary SIP Proxy

Proxy Address:
Enable Subscribe
Port:

Enable Outbound Proxy
Outbound Proxy Address:
Qutbound Proxy Port:

SIP Domain:

Register Expire{sec):

Secondary SIP Proxy

Secondary SIP Enable
Enable Subscribe

Proxy Address:
Port:
Enable Outbound Proxy
Qutbound Proxy Address:
Outbound Proxy Port:
SIP Domain:
Register Expire(sec):
Line1 Account
Enable
User Number:

User Account:
User Password:

Apply Changes

3
I

Security

UPnP

I (il

Application

VolP IGMP

192.168.6.6

o] T )
i i

192.168.6.6

060

060

IJDID

600

i) || I

060

060

600

|

Figure 4-8: VoIP Basic settings

3) Look up register status

Choose “Status > VoIP Info > VoIP Info” in navigation menu. You can use VoIP service when

register status is successful.

Status

Voip Info

Status Network
Device Info WAN Info
VOIP Info

PortStatus

Phone Number

Security

User Info Voip Info
Registered
6666
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Figure 4-9: VoIP registering status

4.4 Internet and IPTV service mixed

This example introduces how to achieve Internet service and IPTV service at the same time.
4.4.1 Requirement

1) HGU uses route mode for Internet service and bridge mode for IPTV service.
LAN 1 is used for Internet service, VLAN 1s 10; LAN 2 is used for IPTV service, VLAN is 20.
2) HGU uses route mode for Internet service and IPTV service.

LAN 1 is used for Internet service, VLAN is 11; LAN 2 is used for IPTV service, VLAN is 11.
4.4.2 Steps

Before configuring, make sure HGU has registered and been authorized successfully. Connect
PC to one LAN port of HGU directly with twisted cable.

4.4.2.1 Route and bridge mode for mixed service

1) Add WAN connections

Choose “Network > Internet > internet” in navigation menu. Add a route mode WAN
connection as the following parameters.

< Protocol mode is [Pv4.

Choose DHCP. (Provided by ISP)
Enable VLAN and VLAN ID is 10.
Service mode is INTERNET.

Bind port 1.

S T S

Other parameters keep default.
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Netiwoik Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN 5G 24G TR069 QoS Time Route
Intarnet WAN Configuration a

NAT Config Connectin Name: | Add New Wan hd
Mode: Foute »
IP Version: | IPv4 i
DHCP ® Get address via ISP
Static ) et stalic address via ISP
PPPoE O use PPPoE
Enable NAT:
Enable Vian:
Vian ID: o |
B02.1p: w
MTU: [1500 |
Request DNS: ® Enable

) Disable

Primary DNS: 1.1.11
Secondary DN5: |8.8.8.8
Default Gateway: (]
Service Mode: INTERNET et
Disable LAN DHCP: =]
Binding Port:
Port_1 Clport_2

Web for Mobile % 2
Cport_3 Cport_a

[l wireless{S5ID1-5G)

[Z] wireless{SSID5-2.4G)

Figure 4-10: Add a route mode WAN

Add a bridge mode WAN connection, enable VLAN and VLAN ID is 20, service mode is
OTHER and bind port 2.

Nefwork Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN 5G 24G TR069 QoS Time Route
Internet WAN Configuration

NAT Config Connectin Name: Add New Wan w ‘
Mode: Bridge b ‘
IP Version: 1Pv4 v |
Enable Vian:
Vian ID:
802.4p: | v
MTU: |15uo |
Service Mode: Other v
Disable LAN DHCP:
Binding Port:
Cport_1 Por_2
O port_3 Cpor_4

O Wireless(S5ID1-5G)

) Wireless{S5ID5-2.4G)

Figure 4-11: Add a bridge mode WAN

2) Surf the Internet
Connect PC to LAN port 1. The PC gets an IP address from HGU and HGU gets an IP address
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from DHCP server in the network, and then you can surf the Internet.
3) Watch IPTV

Connect STB to LAN port 2. After STB gets an IP address from ISP via DHCP, you can watch
IPTV.

4.4.2.2 Route mode for mixed service

1) Add WAN connection

Choose “Network > Internet > internet” in navigation menu. Add a route mode WAN

connection as the following parameters.

<~ Protocol mode is I[Pv4.

< Choose DHCP. (Provided by ISP)
<> Enable VLAN and VLAN ID is 11.
<> Service mode is INTERNET.
< Bind port 1 and port 2 .
< Other parameters keep default.
Network Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN 5G 24G TR069 QoS Time Route
Internet WAN Configuration
NAT Config Connectin Name: Add New Wan e
Mode: Route b ]
IP Version: :. IPv4 w 1
DHCP ® Get address via ISP
Static O Get static address via ISP
PPPOE O Use PPPOE
Enable NAT:
Enable Vian:
Vlan ID: :_11
802.1p: | v |
MTU: 1500 '
Request DNS: ® Enable
) Disable
Primary DNS: |]1 .]_. I
Secondary DNS: G GSS |
Default Gateway: 1
Service Mode: INTERMET hd
Disable LAN DHCP:
Binding Port:
Port_1 Port_2
Web for Mobile = =
[ Port_3 [Jport_4
O wireless({S51D1-5G)
7] wireless{SSID5-2 4G)
Figure 4-12: Add a route mode WAN connection
2) Enable IGMP proxy

Choose “Application > IGMP > IGMP PROXY” in navigation menu. Choose the relevant
WAN connection and enable IGMP proxy.
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. Status Network Security Application Management Diagnostics Help
Application
DDNS Advance NAT UPnP VolP IGMP MLD Daily Application
IGMP Snooping IGMP
This page allows you enable IGMP proxy on specific pvc
IGMP Proxy
Internet Connection IGMP Enabled
1_INTERNET_R_MIC_11 v

Save

Figure 4-13: Enable IGMP proxy
6) Surf the Internet

Connect PC to LAN port 1. The PC gets an IP address from HGU and HGU gets an IP address
from DHCP server in the network, and then you can surf the Internet.

7) Watch IPTV

Connect STB to LAN port 2. After STB gets an IP address from ISP via DHCP, you can watch
IPTV.

4.5 Internet, IPTV and VOIP service mixed

4.5.1 Requirement

LAN 1 is used for Internet service, VLAN is 10;
LAN 2 is used for IPTV service, including VOD (unicast) and multicast, VLAN both are
1100;
VOIP VLAN is 3000, VOIP IP address is 192.168.6.199, and SIP server is 192.168.6.6. The
proxy server is 192.168.6.6 too;
Username and password of SIP account: 6666, 6666.

4.5.2 Steps

Before configuring, make sure HGU has registered and been authorized successfully. Connect
PC to one LAN port of HGU directly with twisted cable.
1) Add WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a route mode WAN
connection for Internet service as the following parameters.

< Protocol mode is IPv4.

Choose PPPoE.

NAT function is checked.

Enable VLAN and VLAN ID is 10.
Service mode is INTERNET.

T
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< Bind port 1.

<> Other parameters keep default.

Network Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN 5G 24G TR069 QoS Time Route
frte el WAN Configuration

NAT Config Connectin Name: Add New Wan £
Mode: Route e

IP Version: Pyd ~ |
DHCP ) Get address via ISP
Static O Get static address via ISP
PPPOE ® Use PPPoE

Enable NAT:

Enable Vlan:

Vian ID: LIO

s0z.1p: | v |

MTU:

Usemame: fest
Service-Name: |

PRt [Continous v |
Service Mode: INTERNETi“I
Disable LAN DHCP:
Binding Port:
Pori_1 Port_2

Web for Mobile 0 Port_3 J Port_4

) Wireless{S51D1-5G)

) \Wireless{S51D5-2 4G)

Figure 4-14: Add a WAN connection for Internet service

Add a bridge mode WAN connection for IPTV service. Enable VLAN and its VLAN ID is

1100. Service mode is other. Bind LAN 2.
Status Network Security Application Management Diagnostics Help

Network
Internet  Bind Settings LAN 5G 24G TR069 QoS Time Route
Internet WAN Configuration
NAT Config Connectin Name: Add New Wan i
Mode: Bnd_ge hd ‘
IP Version: |Ev4 N
Enable Vlan:

Vian ID: @
MTU: 1202 |
Service Mode: [omer v

Disable LAN DHCP: L

Binding Port:
Clport_1 Port_2
lport_3 [lport_4

[ wireless(S5ID1-5G)

[ wireless(SSID5-2.4G)

Figure 4-15: Add a WAN connection for IPTV service
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Add a route mode WAN connection for VOIP service. Choose IPv4 and static; fill up the IP
address, mask, gateway, DNS etc. Enable VLAN, VLAN ID is 3000. Service mode is VOIP.

Status Network Security Application Management Diagnostics Help
Network
Internet Bind Settings LAN 5G 2.4G TROG9 QoS Time Route
Internet Connectin Name: [1voICE_R_viD_300([v] A
Mode: [Route ﬂ
NAT2 Config — —
IP Version: |lovd ﬂ
DHCP O Get address via ISP
Static (®) Get static address via ISP
PPPOE ) Use PPPoE
Enable Vian : )
vian D : [3000 |
802.1p : | [v]
MTU ; [1500 |
IP Address: [192 1685 139
Subnet Mask: 256.256.255.0
Default Gateway: |192.168.6.1
Request DNS: Enable
& Disable
Primary DNS:

Secondary DNS:

Service Mode: [voice [v]

Disable LAN DHCP : O

Figure 4-16: Add a WAN connection for VOIP service
2) Configure VOIP general parameters
Choose “Application > VOIP > VOIP Configuration” in navigation menu. Configure VOIP
general parameters as the following shows.
< “Region” contains many countries or regions. Different regions have their own dial tone

and ringing tone, etc.

< “Proxy server” and “Registering server” both are 192.168.3.19, port is 5060;

<>

Fill up phone number, username and password of each line.

< Choose packing time, default is 20ms.
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L Status Network Security Application Management Diagnostics Help
Application . T
DDNS Advance NAT UPnP VoIP IGMP MLD Daily Application
Basic Settings SRS
server Type Soft Switch SIP|v|
Advance Settings
Primary SIP Register
Primary SIP Register Address: i192.158.6.6
Port:
Secondary SIP Register
Secondary SIP Register Address: I |
Port:
Primary SIP Proxy
Proxy Address: [te2.16858 |
Enable Subscribe [
Port: 5060
Enable Outbound Proxy L]
Qutbound Proxy Address: |
‘Qutbound Proxy Port: 5060
SIP Domain: | |
Register Expire(sec): 3600
Secondary SIP Proxy
Secondary SIP Enable O
Enable Subscribe O
Proxy Address: |
Port
Enable Outbound Proxy Il
Qutbound Proxy Address: !
Outbound Proxy Port:
SIP Domain: |
Register Expire(sec): 3600
Line1 Account
Enable
User Number
Web for Mobile User Account:

User Password:

Apply Changes

Figure 4-17: VOIP general settings

3) Surf the Internet

Connect PC to LAN port 1. The PC gets an IP address from HGU and HGU gets an IP address
from DHCP server in the network, and then you can surf the Internet.

4) Watch IPTV
After STB gets an [P address from ISP via DHCP, you can watch IPTV.
5) Look up register status

Choose “Status > VoIP Information > VoIP Information” in navigation menu. You can use
VolIP service when register status is successful.
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s Status Network Security Application Management Diagnostics Help
tatus
Device Info WAN Info User Info Voip Info Remote Manage Info
Voip Info VOIP Info
PoriStatus Registered
Phone Number 6666

Figure 4-18: VOIP information

4.6 WLAN service

HGU supports wireless access service. This example introduces how to configure WLAN
service when HGU works on Route mode.

4.6.1 Requirement

1) HGU works on Route mode, HGU gets IP by DHCP mode,VLAN ID is 11.
2)Only enable SSID 1, its name is “xyz”. Network authentication method is WPA-PSK, and
encryption method is TKIP+AES.
4.6.2 Steps

Before configuring, make sure HGU has registered and been authorized successfully.
Connect PC to one LAN port of HGU directly with twisted cable.

1) Add a WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a bridge mode WAN
connection as the following parameters.

< Obtain IP address by DHCP.

<~ Enable VLAN and VLAN ID is 11.

< Service mode is INTERNET and bind SSID1.
<>

Other parameters keep default.
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Notwork Status Network Security Application Management Diagnostics Help
Internet  Bind Settings LAN 5G 24G TR069 QoS Time Route
internet WAN Configuration -

NAT Config Connectin Name: | Ada New wan w
Mode: |_Fio£t§ -
IP Version: ‘ Pv4 ~ |
DHCP ® et address via ISP
Static ) (et static address via ISP
PPPoE ) Use PPPoE
Enable NAT:
Enable Vlan:
Vian ID: \11
B02.4p: w
MTU: [1500
Request DNS: ® Enable

O Disable

Primary DNS: 1.1.11
Secondary DNS: [sass |
Default Gateway: O
Service Mode: INTERMNET d -i

Disable LAN DHCP: [

Binding Port:

Clport_1 [ port_2
Web for Mobile = =

[ port_3 [ port_a

Wireless(S5ID1-5G)

Wireless{S5ID5-2.48)
Figure 4-19: Add a route WAN connection

2) Configure WLAN basic parameters

Choose “Network > WLAN > WLAN Basic” in navigation menu. Enable wireless and modify
SSID1’s name to xyz. For other parameters, just configure the suitable ones if necessary.
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Network

WLAN Basic
WLAN Advanced
WLAN Security
WPS Settings

Mesh Network
Setting

‘Web for Mobile

SHANGHAI BAUDCOM COMMUNICATION DEVICE CO.,LTD

Status Network Security Application Management Diagnostics Help
Internet Bind Settings LAN 5G 2.4G TR0G9 QoS Time Route
WLAN Basic

This page is used to configure the parameters for WLAN clients which may connect to your Access Point. Here you may change wireless encryption settings
as well as wireless network parameters

Disable WLAN Interface ||

Band: ’W{EWJN}E

Mode: ‘W
SSID: mz

Cancel Broadcast: L]

Block Relay O

WMM: ¥

SGl: O

Power Enhancing: [

Power Saving: [

Channel Width:

20MHz[v |

Control Sideband:

Auto DFS Enable: []

Channel Number: AubE

Radio Power (%): [100%[v]

Associated Clients:
Regdomain: ‘ REEN [v]

Apply Changes

Figure 4-20: WLAN basic settings

3) Configure network authentication

Choose “Network > WLAN > Security” in navigation menu. Select the SSID, and set up
WPA2 Mixed for its network authentication method and AES for its encryption method. Fill a
password in passphrase textbox.

Network

WLAN Basic

WLAN Advanced

WLAN Security

WPS Settings

Mesh Network
Setting

Status Network Security Application Management Diagnostics Help
Internet Bind Settings LAN 5G 2.4G TROG9 QoS Time Route
WLAN Security

This page allows you setup the WLAN security. Turn on WEP or WPA by using Encryplion Keys could prevent any unauthorized access to your wireless
network.

SSID Type: Root AP - xyz[v |
Encryption: WPA2 Mixed ™ |

Authentication Mode: ) Enterprise (RADIUS) (® Personal (Pre-Shared Key)

IEEE 802.11w: O none O capable O Required
SHA256: O pisable O Enable

WPA Cipher Suite: TP [aEs

WPA2 Cipher Suite: CTxip Maes

Group Key Update Timer: |8540E| |
Pre-Shared Key Format: | Passphrase [v]

Pre-Shared Key:

Apply Changes
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Figure 4-21: WLAN security settings
4) Surf the Internet

Search SSID named xyz with a laptop, double-click to connect and enter the correct password.

If client has WPS function, you can connect client to AP by pressing Pair button in HGU.
When the WPS indicator blinks, press WPS button in client simultaneously. They will connect
after a short time.

4.7 Update image

You can update software image on webpage.

Choose “Management > Device Manage > Update” in navigation menu. Select the software
image file with .tar as suffix, click “Start” button. HGU will restart automatically after updated.
The whole process needs about 2 minutes.

Status Network Security Application Management Diagnostics Help

Management
User Manage Device Manage Log File Maintain

Commit/Reboot Upgrade Image

This page allows you upgrade the firmware to the newer version. Please note that de not power off the device during the upload because this make the
system unbootable

Timely Reboot
Upgrade Image Browse...
Load Default

Upgrade Reset

Config File

Figure 4-22: Update software
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Chapter 5 FAQ

Q: All indicators are not lit?

A: (1) Power is off or power adapter is bad.
(2) Indicator LED switch is turned off.

Q: Why Los indicator flashes?

A: (1) There is no optical signal. Maybe the fiber is broke down or connection loosened.
(2) Optical power is too low.
(3) The fiber is dusty.

Q: LAN indicators are not lit?

A: (1) Indicator LED switch is turned off.
(2) The cable breaks down or connection loosened.
(3) The cable type incorrect or too long.

Q: FXS indicators are not lit?

A: (1) Indicator LED switch is turned off.
(2) SIP accounts aren’t registered.

Q: PC can’t visit web UI?

A: (1) PC and HGU are not in the same network fragment. By default, LAN IP is
192.168.1.1/24.

(2) The cable breaks down.
(3) IP conflict or have loopback.
Q: User can’t surf the Internet normally.
A: (1) PC has set a wrong IP and gateway or network is bad.
(2) There is loopback or attack in network.
(3) Route mode WAN connection doesn’t get an IP or DNS is disabled.
Q: Customer can’t use the VolIP service.
A: (1) The phone or the wire is damaged.
(2) SIP accounts aren’t registered.
(3) Dial plan is wrong.
Q: HGU stops to work after working for some time.
A: (1) Power supply is not working properly.

(2) The device overheats.

Page 68


http://www.e1-converter.com/

	Chapter 1  Product Introduction
	1.1 Product Description
	1.2 Special features
	1.3 Technical parameters
	1.4 Application chart
	1.5 Panel description

	Chapter 2  Quick Installation
	2.1 Standard Packing Contents  
	2.2 Quick Installation
	2.3 Set up Connection

	Chapter 3  Configuration
	3.1 Login
	3.2 Status
	3.2.1 Device Info
	3.2.2 WAN Connection Info
	3.2.2.1 IPv4 Connection Info
	3.2.2.2 IPv6 Connection Info
	3.2.2.3 PON Information

	3.2.3 User Information
	3.2.3.1 WLAN Interface Info
	3.2.3.2 LAN Interface Info

	3.2.4 VoIP Information
	3.2.5 TR069 Status

	3.3 Network
	3.3.1 Internet
	3.3.2 NAT2 Config
	3.3.3 Binding Settings
	3.3.4 LAN Settings
	3.3.4.1 IPv4
	3.3.4.2 IPv6
	3.3.4.3 IPv6 DHCP
	3.3.4.4 RA Configuration

	3.3.5 WLAN (5G)
	3.3.5.1 WLAN Basic
	3.3.5.2 WLAN advanced
	3.3.5.3 WLAN security
	3.3.5.4 WPS settings
	3.3.5.5 Mesh Network Settings
	3.3.5.6 Mesh Routers

	3.3.6 WLAN (2.4G)
	3.3.6.1 WLAN Basic
	3.3.6.2 WLAN advanced
	3.3.6.3 WLAN security
	3.3.6.4 WPS Settings
	3.3.6.5 Mesh Network Settings

	3.3.7 TR069
	3.3.7.1 ACS Server
	3.3.7.2 CA Certificate
	3.3.7.3 LOID Register
	3.3.7.4 PWD Register

	3.3.8 QoS
	3.3.8.1 QoS Config
	3.3.8.2 QoS classify
	3.3.8.3 Traffic control

	3.3.9 Time 
	3.3.10 Route
	3.3.10.1 RIP Configuration
	3.3.10.2 Static route


	3.4 Security
	3.4.1 WAN Access
	3.4.2 Firewall
	3.4.2.1 Security Classify
	3.4.2.2 Attack Protection

	3.4.3 MAC Filtering
	3.4.4 IP/Port Filtering
	3.4.4.1 IP/Port Filtering
	3.4.4.2 Common Filtering


	3.5 Application
	3.5.1 DDNS
	3.5.2 Advanced NAT
	3.5.2.1 ALG configuration
	3.5.2.2 DMZ configuration
	3.5.2.3 Virtual Server

	3.5.3 UPNP
	3.5.4 VoIP
	3.5.4.1 Basic Settings
	3.5.4.2 Advance Settings

	3.5.5 IGMP
	3.5.5.1 IGMP Snooping
	3.5.5.2 IGMP Proxy

	3.5.6 MLD
	3.5.6.1 MLD Snooping
	3.5.6.2 MLD Proxy

	3.5.7 Daily Application

	3.6 Management
	3.6.1 User Management
	3.6.2 Device Management
	3.6.2.1 Device Reboot
	3.6.2.2 Timely Reboot
	3.6.2.3 Upgrade
	3.6.2.4 Load Default
	3.6.2.5 Config file Management

	3.6.3 Log File
	3.6.3.1 System Log
	3.6.3.2 View system log

	3.6.4 Maintain

	3.7 Diagnose
	3.7.1 Network diagnostics
	3.7.1.1 PING Test
	3.7.1.2 Tracert Diagnose
	3.7.1.3 TR069 Inform

	3.7.2 Loopback detect
	3.7.3 Port state

	3.8 Help

	Chapter 4  Examples
	4.1 Internet service
	4.1.1 Requirement
	4.1.2 Steps
	4.1.2.1 Bridge mode for Internet service
	4.1.2.2 Route mode for Internet service


	4.2 IPTV service
	4.2.1 Requirement
	4.2.2 Steps
	4.2.2.1 Bridge mode for IGMP
	4.2.2.2 Route mode for IGMP


	4.3 VoIP service
	4.3.1 Requirement
	4.3.2 Steps

	4.4 Internet and IPTV service mixed
	4.4.1 Requirement
	4.4.2 Steps
	4.4.2.1 Route and bridge mode for mixed service
	4.4.2.2 Route mode for mixed service


	4.5 Internet, IPTV and VOIP service mixed
	4.5.1 Requirement
	4.5.2 Steps

	4.6 WLAN service
	4.6.1 Requirement
	4.6.2 Steps

	4.7 Update image

	Chapter 5  FAQ

